
Proceedings of 

the 45th International Business Information Management Association Computer Science Conference 

(IBIMA) 

 

25-26 June 2025 

 

ISBN: 979-8-9867719-7-7 

ISSN: 2767-9640 

 

 
Advancements in Artificial Intelligence and Computer Security in Modern Computing 

 
 
 

 

 

Editor 

 

Khalid S. Soliman 

 

 

 

 
International Business Information Management Association (IBIMA) 

 

 

Copyright 2025 

 

 

 



Advancements in Artificial Intelligence and Computer Security in Modern Computing 

II 

 

Conference Chair 

Khalid S. Soliman, International Business Information Management Association, USA 

 

 

Conference Advisory Committee  

Najib Saylani, Florida State College at Jacksonville, USA 
Omar Al-Azzam, University of Minnesota Crookston, USA 
Xiuzhen Feng, Beijing University of Technology, China 
Hesham H. Ali, University of Nebraska at Omaha, USA 
Magdy Serour, InContext Solutions, Australia 
Ahmed Azam, DeVry University, USA 
 

Program Committee 

(it is IBIMA Policy to include a program committee member's name only after reviewing at least one submitted paper) 

Katarzyna Skrzypek, University of Zielona Góra, Poland 
Bahjat Fakieh, King Abdulaziz University, KSA 
Gopikrishna Tatapudi, JNTU-KAKINADA, India 
Muhammad Usman Tariq, Abu Dhabi University, UAE 
Reem Almetrami, Zarka University, Jordan 
Sławomir Radomski, University of Gdańsk, Poland 
Bogdan Țigănoaia, National University of Science and Technology POLITEHNICA Bucharest, Romania 
Anna Hamranova, University of Economics in Bratislava, Slovakia 
Maciej Hojda, Wrocław University of Science and Technology, Poland 
Grażyna Kowalewska, University of Warmia and Mazury, Poland 
Cristian Bucur, Petroleum-Gas University of Ploiesti, Romania 
Geerish Suddul, University of Technology, Mauritius (UTM), Mauritius     
Clara Silveira, Instituto Politécnico da Guarda, Portugal 
Jaroslaw Michalak, Military University of Technology, Poland     
Mateusz Sergiel, Military University of Technology, Poland 
Lorena Pocatilu (Batagan), Bucharest University of Economics, Romania 
Łukasz Paśko, Rzeszów University of Technology, Poland     
Samira Ellouze, University of Gabes, Tunisia     
Grzegorz Popek, Wroclaw University of Science and Technology, Poland 
Iwona Skalna, AGH University of Krakow, Poland     
Mohammad Aizat Basir, Universiti Malaysia Terengganu (UMT), Malaysia     
Gabriel Koman, University of Zilina, Slovakia 
Alok Abhishek, University of Southern California, USA 
Livia Sangeorzan, University Transilvania of Brasov, Romania 
Diana Bratić, University of Zagreb, Croatia 
Constantin Ilie, OVIDIUS University from Constanta, Romania 
António Trigo, Instituto Universitário de Lisboa (ISCTE-IUL), ISTAR, Portugal 
Sreekanth Ramakrishnan, Senior Software Engineer, Netflix, USA     
Sebastian Meszyński, Nicolaus Copernicus University in Toruń, Poland 
Zdzisław Sroczyński, Silesian University of Technology, Poland 
Piotr Kohut, AGH University of Krakow, Poland 
Łukasz Czerniszewski, MUT, Poland 
Agnieszka Bier, Silesian University of Technology, Poland 



Advancements in Artificial Intelligence and Computer Security in Modern Computing 

III 

 

Josef Dvořák, University of West Bohemia, Czechia 
Ionel-Bujorel Păvăloiu, National University of Science and Technology POLITEHNICA Bucharest, Romania 
Arkadiusz Banasik, Academy of Silesia, Poland 
Alexandru Cociorva, Bucharest Academy of Economic Studies, Romania 
Adam Krechowicz, Kielce University of Technology, Poland     
Malgorzata Kochanowicz, WSB Merito University in Poznan, Poland 
Laura Florentina Stoica, Lucian Blaga University of Sibiu, Romania 
Stamatios Papadakis, University of Crete, Greece 
Karol Król, University of Agriculture in Krakow, Poland 
Maja Maćkowiak, Poznań University of Technology, Poland 
Benita Beláňová, Bratislava University of Economics and Business, Slovakia 
Katarzyna Kazimierska-Drobny, Kazimierz Wielki University, Poland     
Damian Dziembek, Czestochowa University of Technology, Poland 
Radu Bucea-Manea-Tonis, Hyperion University of Bucharest, Romania 
Adriana Alexandru, National Institute for Research and Development in Informatics ICI Bucharest, Romania 
Mate Damić, University of Zagreb, Faculty of Economics and Business, Croatia 
Octavian Dospinescu, Alexandru Ioan Cuza University of Iasi, Romania     
Inna Samuilik, Riga Technical University, Latvia 
Aslı Gül Öncel, Galatasaray University, Turkey 
Elena Corina Cipu, NUSTPB/National University of Sciences and Technology Politehnica Bucharest, Romania 
Gabriel Neagu, National Institute for Research and Development in Informatics – ICI Bucharest, Romania 
Paulina Spanu, Politehnica University of Bucharest, Romania 
Asmiza Abdul Sani, Universiti Malaya, Malaysia 
Krzysztof Tereszkiewicz, Rzeszow University of Technology, Poland 
Dan Dumitriu, National University of Science and Technology POLITEHNICA Bucharest, Romania 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Disclaimer: The abstracts and papers included in these Conference Proceedings remain the work of the authors and 

represent their own research / opinion.  IBIMA staff have had only non-editorial intervention. 
 

Copyright @ 2025 International Business Information Management Association (IBIMA) 
Individual authors retain copyright on their authored papers. Please contact authors directly for reprint permission 



 
 

 

Table of Content 

 

 

Statistics in SAP ABAP……………………………………………………………………………………….. 

Marek GAŁĄZKA and Hanna WDOWICKA 
 

1 

Utilising Data Mining and Predictive Analytics to Enhance Operational Efficiency in Community Policing 

in Sharjah……………………………………………………………………………………………………… 

Hajer Eisa Mohamed ALMAAZMI and Saadat M ALHASHMI 
 

 

11 

Predictive Crime Analytics: A Data-Driven Approach to Crime Pattern Recognition and Resource 

Allocation in Illinois (2001–2024)…………………………………………………………………………….. 

safiya ALJASMI and M. ALHASHMI 
 

 

26 

The Impact of Lifestyle Interventions and Education Level on Quality of Life in Chronic Disease Patients: 

A Data-Driven Analysis……………………………………………………………………………………….. 

Mariam Salim Ahmed Salim ALHAMMADI and Saadat M ALHASHMI 
 

 

42 

Evolving Patterns of Bike-Sharing Demand in Los Angeles : Spatiotemporal Trends and Planning 

Implications……………………………………………………………………………………………………. 

Saadat M. AL HASHEMI and Qumasha ALMAAZMI 
 

 

60 

A Novel Framework for E-Waste Inventory Based on IoT, Cloud Computing, and Machine Learning 

Technologies: The Case of Saudi Arabia……………………………………………………………………… 

Hatim MADKHALI, Haitham ASSIRI, Linh NGUYEN and Mukesh PRASAD 
 

 

73 

Implementation of IT Tools To Help Improve the Efficiency of Timetable Planning………………………... 

Dorota BORKOWSKA and Anna GLADYSZ 
 

80 

Humanizing AI Chatbots: The Role of Speech Emotion Recognition with Deep Learning………………….. 

Bashar BARMADA, Madawa Gihan KANNANGARA, Guillermo RAMIREZ-PRADO, Soheil POUR and 
Masoud SHAKIBA 
 

98 

Robustness of Large Language Models in SPAM Detection…………………………………………………. 

Maciej HOJDA 
 

108 

Attacks on PFCP Protocol In 5G Core Network and Methods of Their Identification……………………….. 

Krzysztof KOSMOWSKI, Rafal BRYS and Adam DUDKO 
 

113 

Artificial Intelligence Methods for Multiclass Identification of Skin Diseases………………………………. 

Maria ROSIAK, Mateusz KAWULOK, Michał MAĆKOWSKI 
 

120 

Security Comparison of Messaging Protocols for Internet of Things………………………………………… 

Jerzy KRAWIEC, Piotr GÓRNY and Maciej KIEDROWICZ 
 

136 

NIS 2 Integration with GIS in Critical Sectors………………………………………………………………... 

Jerzy STANIK and Maciej KIEDROWICZ 
 

145 

Integrated Cyber Resilience Management in GIS: The Role of Norms DORA, NIS 2, NIST and ISO 27001. 

Jerzy STANIK, Maciej KIEDROWICZ and Kazimierz WORWA 
 

158 

A Method for Effectively Managing AI Risks with ISO 27001 In the Context Of GIS……………………… 

Jerzy STANIK and Maciej KIEDROWICZ 
 

176 

Multi Sampling-Strategy RRT Path Planning Optimization Using Genetic Algorithm………………………. 

Bartłomiej Bonar, Tomasz Buratowski and Mariusz Giergiel 
188 



 
 

 

 

LLM-Based Multi-Agent Systems for Real-Time Marketing Adaptation to Weather and Seasonal 

Variability……………………………………………………………………………………………………... 

Maksim MATCHENIA and Jaroslaw A. CHUDZIAK 
 

 

194 

LLM-Based Multi-Agent Support for Strategic Business Planning…………………………………………... 

Aleh IOTCHANKA and Jaroslaw A. CHUDZIAK 
 

207 

Building a Marketing Campaign with LLM-based Multi-Agent System and Design Thinking……………… 

Kamil SZCZEPANIK and Jarosław A. CHUDZIAK 
 

219 

Language Model-Enhanced Feature Engineering Framework for Customer Churn Analysis………………... 

Maryam SHAHABIKARGAR, Amin BEHESHTI, Saleh AFZOON, Jin FOO, Xuyun ZHANG and Nasrin 
SHABANI 
 

231 

Generating a Region Map for The Problem of Complete Coverage and Path Planning……………………… 

Krzysztof TROJANOWSKI, Jakub GRZESZCZAK and Artur MIKITUK 
 

247 

Determine Selected Delivery Parameters Using Multi-Agent-Based Simulation: A Case Study…………….. 

Marcin OLECH and Łukasz PAŚKO 
 

256 

Comparative Analysis of Attention Mechanisms in Neural Text Summarization…………………………….. 

Daniel SIARA and Przemysław CZUBA 
 

272 

Comparative Analysis of Deep Learning Architectures for Traffic Sign Detection………………………….. 

Mikołaj GREGORCZYK and Przemysław CZUBA 
 

283 

Optimizing U-Net for Brain Tumor Segmentation……………………………………………………………. 

Joanna PIWOŃSKA and Przemysław CZUBA 
 

293 

Mathematical Model of MLOps System………………………………………………………………………. 

Mateusz MILCZAREK and Adrian P. WOZNIAK 
 

302 

Identification of characteristics of Rouge Access Point based on SNMP and SYSLOG protocols…………...  

Piotr AUGUSTYNIAK, Miłosz NIERBIŃSKI and Piotr ZWIERZYKOWSKI 
 

311 

A Signal-Based Dependency-Aware Execution Model for Task Scheduling in Multicore Systems…………. 

Patryk SERAFIN 
 

321 

A Realistic Simulation Environment for Evaluating Dependency-Aware Scheduling in Multicore Systems... 

Patryk SERAFIN 
 

331 

Algorithm For Establishing the Financial Profit from Reducing the Mass of the Aircraft: Optim-Based 

Optimization Approach………………………………………………………………………………………... 

Katarzyna KANIA, Sylwia PANGSY-KANIA and Floros FLOUROS 
 

 

340 

Stochastic Methods for Assessing the Security of An Organisation's ICT……………………………………. 

Jerzy Dorobisz 
 

353 

From Hive to Consumer: A Decentralized Blockchain Solution for Real-Time Honey Authenticity 

Verification and Fraud Prevention…………………………………………………………………………….. 

Abeer ALOTAIBI, Amal ALFARSI, Angham ALBELADI, Shahad ALASLANI, Shahad ALFARSI, Rana 
ALSHAIKH and Arwa MASHAT 
 

 

363 

Comparison of the Effectiveness of Machine Learning Models in the Area of Security Breach Detection…..  

Oliwia NOWICKA and Adrian P. WOZNIAK 
371 



 
 

 

 

Comparison of the Effectiveness of AI Models in Poker Games……………………………………………... 

Mateusz TUSTANOWSKI and Adrian P. WOZNIAK 
 

379 

Principles of Creating Attractive Arcade Games with Original Examples……………………………………. 

Emil MĄKA and Joanna WIŚNIEWSKA 
 

388 

Artificial Intelligence Methods in Flower Species Recognition: Models Testing…………………………….. 

Jakub JANKOWICZ and Joanna WIŚNIEWSKA 
 

398 

Simulation of Determination of Positioning Errors of a Robotic Manipulator……………………………….. 

Wojciech LISOWSKI 
 

409 

Methods and Analytical Tools to Assist Medical Personnel During the Evacuation of The Wounded from 

The Battlefield………………………………………………………………………………………………… 

Marcin SIRANT, Adrian MALIK, Bartosz OCIMEK, Emil MĄKA and Damian FRĄSZCZAK 
 

 

420 

Formalizing Attack Scenario Description: A Proposed Model……………………………………………….. 

Quentin GOUX and Nadira LAMMARI 
 

433 

Bridging Computer Programming Education with Quantum Computing and Art: Temporal Rhythms 

Observed in Space……………………………………………………………………………………………...  

Michael ROROS, James BRAMAN, Cody MAYFIELD and Mel AKHIMIEMONA 
 

 

445 

Social Media Based Open Source Intelligence Analysis with Artificial Intelligence………………………… 

Selen KAYAN KILIC and Uraz YAVANOĞLU 
 

449 

Generating Learning Paths from Job Postings via Bayesian Networks……………………………………….. 

Florin STOICA, Dana SIMIAN, Laura Florentina STOICA and Elena-Cristina RAULEA 
 

458 

 



Generating Learning Paths from Job Postings via Bayesian Networks 
 

 

Florin STOICA 

Lucian Blaga University of Sibiu, Sibiu, Romania, florin.stoica@ulbsibiu.ro 

ORCID ID: 0000-0002-9073-0781 

 

Dana SIMIAN 

Lucian Blaga University of Sibiu, Sibiu, Romania, dana.simian@ulbsibiu.ro 

ORCID ID: 0000-0002-5210-1810 

 

Laura Florentina STOICA 

Lucian Blaga University of Sibiu, Sibiu, Romania, laura.cacovean@ulbsibiu.ro 

ORCID ID: 0000-0002-4758-6606 

 

Elena-Cristina RAULEA 

Lucian Blaga University of Sibiu, Sibiu, Romania, cristina.raulea@ulbsibiu.ro 

ORCID ID: 0009-0001-5522-7128 

 

Abstract 

 

In today’s dynamic job market, identifying the skills required by employers and helping learners acquire those skills 

efficiently is a significant challenge. In the context of the ENTEEF (Fostering Entrepreneurship through Freelancing) 

project, we address the problem of automatically generating structured learning paths using skills extracted from job 

offers. The ENTEEF project focuses on bridging the gap between education and industry by preparing students (and other 

target groups) with the competencies needed for freelancing careers. To this end, we propose a methodology that leverages 

Bayesian Networks (BN) to model relationships between skills extracted from ~30,000 job postings, and we use the 

network to derive recommended learning sequences. In our approach, each skill is a node in a BN and edges indicate 

dependency or co-occurrence relationships learned from job market data. We experiment with two weighting methods 

for the BN’s arcs - mutual information score and normalized mutual information score - to quantify the strength of con-

nections between skills. These weighting strategies, based on information theory, help rank possible skill progressions 

and guide the generation of optimal learning paths. Our method thus combines data-driven skill extraction with probabil-

istic modelling to produce learning pathways aligned with real-world job requirements. 

 

Keywords: Bayesian Networks, learning paths, mutual information. 

 

Introduction 

 

Aligning educational programs with the rapidly evolving demands of the job market is crucial for improving employabil-

ity and lifelong learning. Learners often struggle to decide what to learn next to reach their career goals, especially in 

fields like freelancing where required competencies are multifaceted. The ENTEEF project, under the Erasmus+ pro-

gramme, aims to address this challenge by improving entrepreneurship competences among students and other groups, 

preparing them to work as freelancers and promoting lifelong learning and micro-credentials (ENTEEF, 2025). 

ENTEEF’s approach includes thorough analysis of the freelancer job market to identify key skills, a Competency Assess-

ment Tool (CAT) to determine an individual’s skill gaps, and a suite of 12 Massive Open Online Courses (MOOCs) to 

help fill those gaps. Through a competency gap test and targeted MOOCs, learners receive personalized learning paths 

that enable them to acquire the skills needed for successful freelancing careers. 

 

However, manually constructing these learning paths from labour market data is labour-intensive. Job postings contain 

rich information about skills sought by employers, and mining this data can reveal which skills are most in-demand and 

how they relate to each other. If we can automatically infer a structured map of skills from job offer data, we can generate 

data-driven learning pathways guiding learners from their current competencies to those required by their target jobs. 

Recent research underscores the value of aligning learning content with job market needs: for example, the study (Carroll 

and Schlippe, 2023) achieved over 94% accuracy in identifying job-market skills within course materials using AI and 

found that showing such alignment to learners improved their motivation and provided valuable career insights. This 

exemplifies how connecting education to real job requirements can inspire and direct learners. 

 

In this paper, we propose a method to generate recommended learning paths based on skills extracted from job offers. 

Our approach uses a Bayesian Network to model the relationships among skills, treating each skill as a node and learning 

a directed acyclic graph from data. The context for this work is the ENTEEF project’s goal of guiding learners (prospec-

tive freelancers) to acquire competencies demanded by the market. By mining ~30,000 job postings for skills, we create 

a probabilistic model of how these skills co-occur or depend on one another. We then use information-theoretic measures 
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- specifically the mutual information score and the normalized mutual information score - to weight the connections (arcs) 

in the network. The weighted BN serves as the foundation for constructing learning paths: a higher weight on an edge 

suggests a stronger relation that can be interpreted as a recommended transition or prerequisite link between skills. 

  

Therefore, this study is grounded in the hypothesis that “A Bayesian Network learned from large-scale job postings, when 

weighted using mutual information measures, can effectively model skill relationships and generate learning paths that 

reflect realistic upskilling trajectories aligned with job market demands”. By extracting and structuring these relationships 

from collected data, we aim to provide a data-driven foundation for guiding learners in acquiring market-relevant com-

petencies, particularly in freelancing contexts. 

 

The paper is organized as follows. In the next section, we review related work. In the third section we detail our method-

ology including data processing, Bayesian Network learning, the two arc-weighting schemes and generating learning 

paths. The fourth section presents aspects related to the construction of models and their comparative evaluation. Fifth 

section offers a discussion of the findings, practical implications, and limitations of our study. Finally, are presented some 

conclusions and opportunities for future investigations in the last section. 

 

Related work 
 

There is a growing body of research focused on extracting skill requirements from job postings using Natural Language 

Processing (NLP). Skill extraction is considered a core task in computational job market analysis. Early approaches relied 

on keyword matching or statistical language models, but recent methods leverage deep learning. For instance, Zhang et 

al. (2022) introduce the SKILLSPAN dataset for skill extraction and demonstrate state-of-the-art results using BERT-

based models on job posting text. Their work is among the first to apply advanced language models to identify both hard 

and soft skills from job ads, highlighting the feasibility of automatically obtaining structured skill data. Such techniques 

provide the initial input (a set of skills per job offer) for our problem. 

 

Bayesian Networks have been widely used to model knowledge and learning in educational technology. BNs provide a 

principled way to represent probabilistic relationships among a set of variables (e.g. skills or concepts) and have been 

used extensively as student models in intelligent tutoring systems. By encoding dependencies between knowledge com-

ponents, BNs can infer a learner’s mastery level or suggest next learning steps. For example, the study presented in 

(Culbertson, 2016) reviews numerous assessment systems that employ BNs to diagnose student understanding. In the 

context of learning path generation, Shen et al. (2020) proposed using a Bayesian network-based association rule algo-

rithm to discover optimal learning paths among microlearning units. Their study created navigation paths for learners by 

finding correlations among course units, which is conceptually similar to our goal of linking skills. These works validate 

the idea of using network structures to represent learning sequences. 

 

Beyond Bayesian networks, researchers have explored various techniques for recommending or generating personalized 

learning paths. A recent systematic review by Rahayu et al. (2023) indicates that many learning path recommender sys-

tems rely on ontology or knowledge-based representations. In such systems, relationships between concepts (or skills) 

are explicitly modelled (e.g., prerequisites in a domain ontology), and algorithms then search these graphs for an optimal 

path tailored to the learner’s profile. Our approach aligns with this knowledge-based trend, but instead of manually crafted 

ontologies it uses a data-driven BN learned from job data. 

 

Methodology 
 

Our methodology consists of four main steps: (1) Data Collection and Skill Extraction, (2) Bayesian Network Structure 

Learning, (3) Arc Weighting using Mutual Information, and (4) Learning Path Generation. Below we describe each step 

in detail, including key algorithms and code snippets to illustrate the implementation.  

 

Dataset and Skill Extraction 
 

We gathered a dataset of approximately 30,000 job offers, each accompanied by a list of skills required for that position. 

These job postings were collected from Upwork, a top-tier platform for freelancers and clients worldwide, using a custom 

web scraper developed in Python by members of the ENTEEF project team. 

 

Ethical principles were consistently applied during the entire data collection process. The dataset was compiled exclu-

sively from publicly accessible information, with all client-identifiable details removed to ensure privacy. Data selection 

was conducted without the use of filters, relying on Upwork’s default sorting to retrieve the most recent and active job 

postings. The resulting dataset contains job postings featuring project titles, required skills, budget structures, client in-

formation, and geographic details related to the job offers. 
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The job postings were processed through an NLP pipeline to extract skill keywords, using techniques similar to those 

described in the literature (Rahayu et al., 2023). 

 

We normalized skill names (e.g., handling synonyms and variations) to ensure consistency. By averaging the frequency 

of skill mentions in job postings across both continental and global levels, a ranking of 60 in-demand skills was generated. 

We will focus on these 60 most requested skills in the following. The result is a binary jobs × skills matrix M of size 

30,000 × 60. An entry �[�, �] = 1 indicates that job posting i mentions skill j, and 0 otherwise. Each job posting thus 

provides a data point linking a combination of skills that employers expect together. 

 

Learning a Bayesian Network Structure 
 

Using the processed dataset, we learn a Bayesian Network structure that captures the probabilistic dependencies between 

skills. We treat each skill as a binary variable (present/absent in a job posting). Structure learning is performed with a 

Hill-Climbing Search (HCS) algorithm, a common greedy search method for BN structure discovery (Ankan and Textor, 

2024; Dubois et al., 2008). The HCS algorithm starts with an empty network and iteratively adds, removes, or reverses 

edges to maximize a scoring function (such as the Bayesian Information Criterion or K2 score). In our implementation, 

we utilized the HillClimbSearch class from the pgmpy library in Python with a BIC scoring metric (Ankan and Textor, 

2024). 

 

This search yields a directed acyclic graph (DAG) G where nodes are skills and directed edges suggest a dependency 

(potentially interpreted as a prerequisite or strong association). For example, the algorithm might learn that an edge goes 

from skill A (e.g., “HTML”) to skill B (“CSS”), indicating that HTML knowledge often accompanies or precedes CSS 

in job requirements - a hint that learning HTML might be a prerequisite to learning CSS. 

 

The learned BN structure encodes which skills tend to appear together in job descriptions and the directionality that best 

fits the data (note: the direction of an edge in a learned BN does not strictly imply pedagogical prerequisite, but we 

hypothesize it often aligns with a plausible learning order). The structure acts as a skill graph from which we can derive 

candidate learning paths. 

 

Arc Weighting with Mutual Information 
 

While the BN structure defines the qualitative relationships (which pairs of skills are connected), we next quantify the 

strength of each connection by computing weights for each arc. We use two different weighting schemes based on mutual 

information (MI):  

(a) the raw mutual information score (RMI) and  

(b) the normalized mutual information score (NMI).  

 

The raw mutual information is an information-theoretic measure of the dependency between two variables. In our context, 

it measures how much knowing one skill’s presence in a job posting reduces uncertainty about the presence of another 

skill. Formally, for two skill variables X and Y, the raw mutual information 	�
(�; �) is defined as: 

 

	�
(�; �) = � � �(� = �, � = �) ��� �(� = �, � = �)
�(� = �)�(� = �)�∈{�,�}�∈{�,�}

 

 

where �(� = �) is the probability of outcome �.  

 

We treat the job dataset as empirical observations to estimate these probabilities for each pair of connected skills. The 

higher the RMI, the more information one skill gives about the other, meaning they strongly co-occur (either both present 

or both absent more often than chance). However, RMI is unbounded on the upper end and tends to grow with the entropy 

of the variables (for instance, very frequent or very rare skills can influence the magnitude of RMI). 

 

To enable comparison across different skill pairs, we also compute the normalized mutual information (NMI), which 

scales the mutual information to a standardized range [0,1]. 
 

The NMI is given by (Sklearn, 2025): 

 

��
(�; �) = 	�
(�; �)
 !(�)!(�), 

 

where !(�) denotes entropy and is defined as follows: 
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!(�) = − � �(� = �) ��� �(� = �)
�∈{�,�}

 

Considering that the logarithm is in base 2, entropy is measured in bits. 

 

This normalization accounts for the overall occurrence rates of skills X and Y, yielding 0 when skills are independent and 

1 when knowing one perfectly predicts the other. Intuitively, NMI tells us the fraction of maximum possible information 

that X and Y share, thus providing a comparable “connection strength” on a zero-to-one scale. 

 

We computed both metrics for every directed edge ($ →  &) in the learned BN. 

 

Using these metrics, we assign two sets of weights to the network’s edges. For example, if skill A and skill B are connected 

in the BN, we might find 	�
($; &) = 0.85 bits and ��
($; &) = 0.42. A higher weight (closer to 1 in NMI, or a larger 

RMI value) implies a stronger coupling of those skills in job ads.  

 

A pruning threshold was applied (RMI < 0.009; NMI < 0.03) to eliminate weak dependencies from the initial network. 

The resulting reduced network retains only the stronger connections, for clearer path generation, and the summary statis-

tics of their RMI/NMI scores are presented in Table 1 alongside those of the full network. 

 
Table 1: Summary statistics of RMI/NMI weights in the Bayesian Networks 

 

Statistic RMI – Full Net-

work 

RMI – Pruned 

Network 

(threshold: 0.009) 

NMI – Full Net-

work 

NMI – Pruned 

Network 

(threshold: 0.03) 

Count 210 85 210 96 

Mean 0.016 0.035 0.084 0.169 

Median 0.006 0.027 0.024 0.136 

Std Dev 0.022 0.023 0.112 0.117 

Min 0 0.009 0 0.036 

Max 0.102 0.102 0.492 0.492 

 

Generating Learning Paths 
 

The final step is to utilize the weighted Bayesian network to suggest learning paths. A learning path in this context is a 

sequence of skills [,₁ →  ,₂ → . . . →  ,ₖ] that a learner could follow, where each transition ,ᵢ →  ,ᵢ₊₁ is an edge in the 

BN indicating a strong relationship. To generate a path for a given target job or role, we proceed as follows: 

•  Identify Target Skills: From the job role of interest (or job postings of that role), determine the set of key skills 

required. For example, a “Data Scientist” role might require {Python, Machine Learning, Data Visualization, Statis-

tics}. 

•  Subgraph Extraction: Extract the subgraph of the BN that contains these target skills, and any skills directly or 

indirectly connected to them (this subgraph represents the domain of relevant competencies). 

•  Path Search: Within this subgraph, find paths that connect a learner’s current skills to the target skills. We assume 

the learner’s current skills (e.g., those they already possess or have mastered) are known via the competency assess-

ment test (CAT). Starting from a current skill node, we perform a forward search through the network toward a target 

skill node. We prioritize moves along edges with higher weights (indicating stronger skill association). This can be 

implemented as a weighted graph search (e.g., Dijkstra’s algorithm if interpreting 1-weight as a distance (for NMI 

method), or simply greedily following the highest-weight edge). 

 

Example: If a learner knows HTML but needs to learn React (a JavaScript framework) for a job, the BN might contain a 

path HTML → CSS → JavaScript → React. Each arrow is supported by strong mutual information scores (indicating 

these skills frequently co-occur in jobs). The suggested learning path would then be to start with HTML (already known), 

then learn CSS, then JavaScript, and finally React, in that order. This path aligns with both job data (many web develop-

ment postings list those skills together) and pedagogical logic (each skill builds on the previous). 

 

The outcome is a recommended sequence of skills (and by extension, relevant MOOCs teaching those skills) personalized 

to the learner’s goals and gaps. In ENTEEF’s framework, once such a path is identified, the platform can present the 

learner with the specific MOOCs corresponding to each skill in the sequence. The Competency Assessment Tool ensures 

that the learner skips skills they have already mastered, focusing on the ones they lack, while the Bayesian network-

derived structure ensures the order of learning is sensible and supported by real-world demand. 

 

By using both raw mutual information and normalized mutual information for arc weighting, we can experiment with 

different path generation criteria. The raw mutual info score weighting might favour edges that involve generally highly 
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demanded skills (since those contribute more bits of information), whereas normalized mutual info score might highlight 

niche but strongly linked skill pairs (by controlling for base frequency).  

 

 

Model Development and Evaluation 
 

The initial Bayesian Network structure obtained with HillClimbSearch is shown in Figure 1. By filtering out very weak 

connections, defined as edges with an NMI below a threshold, we obtained the pruned network presented in Figure 2. 

 
 

Fig 1. The initial learned Bayesian Network structure 

 

 
 

Fig 2. The pruned network, using NMI with threshold 0.03 
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To compare the models produced by the two approaches (RMI and NMI), we extracted the subgraphs for each skill from 

the respective models, centering each subgraph around the corresponding skill.  

 

In an empirical evaluation of the models generated for the most requested skills, it is observed that the two Bayesian 

network weighting methods (RMI and NMI) produce similar results. It can be seen in Figure 3 that for the Graphic Design 

skill, the subgraphs are identical. However, Figure 4 illustrates that for Web Development, the models are slightly differ-

ent. 

 

  

a) Arc weighting with NMI method b) Arc weighting with RMI method 

 

Fig 3. The identical extracted subgraphs for Graphic Design skill 

 

 
 

Fig 4. Extracted subgraph of the BN (NMI weights) for Web Development skill 

 

 
 

Fig 5. Extracted subgraph of the BN (RMI weights) for Web Development skill 

 

For an automated comparative evaluation, we measured the similarity of all subgraphs using the Jaccard similarity metric 

focused on the node sets (node perspective). 

 

Given a graph 2 = (3, 4) and two nodes u and v, the Jaccard similarity of their neighborhoods is defined as follows: 
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5(6, 7) = |�(6) ∩ �(7)|
|�(6) ∪ �(7)| 

 

where �(6) is the set of nodes adjacent to u. 

 

In Figure 6, only the skills with a node similarity score (Jaccard similarity) not equal to 1 are presented. 

 
 

Fig 6. Skills with different Jaccard similarity 

 

Discussion 

 

Based on the ENTEEF project’s goals and our data-driven modelling approach, we hypothesize that a Bayesian Network 

learned from large-scale job postings, when weighted using mutual information metrics, can effectively generate learning 

paths that reflect real-world skill progression and employer expectations. This hypothesis guides our methodological 

design and evaluation, aiming to contribute a scalable framework for personalized upskilling grounded in labor market 

data. 

 

To validate this hypothesis, we provide: 

1. Empirical support from real job data 

We constructed the Bayesian Network using a large dataset (~30,000 job postings) covering diverse freelancing roles. 

The structure learned reflects co-occurrence and dependency relationships between skills actually required in the 

market. 

2. Dual weighting and comparative evaluation 

We employed two distinct arc-weighting methods (Raw Mutual Information and Normalized Mutual Information) to 

quantify the strength of skill relationships. We compared the resulting networks using Jaccard similarity and visual 

subgraph analysis for multiple key skills. 

3. Practical alignment with learning sequences 

The learning paths generated align with both the BN structure and logical pedagogical progression, supporting the 

validity of the approach. 

4. Contribution to knowledge 

Prior work in the learning path generation often relies on expert-defined ontologies or student learning data. Our 

contribution is a data-driven, scalable method that infers skill pathways from the job market itself, providing a novel 

bridge between labor analytics and educational technology. 

 

The results of the Bayesian Network modeling, particularly the coherence of skill sequences and the similarity between 

RMI and NMI weighting methods, support our research hypothesis. Furthermore, the ability to extract clear subgraphs 

and measure node similarity confirms the structural consistency of our model, validating the hypothesis that data-driven 

BN structures can serve as effective frameworks for learning path generation. 

 

This validation demonstrates the practical and theoretical soundness of our methodology and its contribution to knowledge 

in both learning path generation and data-driven curriculum design. 

 

Next, we will present some limitations of our study: 

•  The learning paths are inferred from job data but not yet validated through actual learner outcomes (e.g., whether 

following a path leads to better job placement or skill mastery). 

•  The edges in the Bayesian Network are based on statistical dependencies, not necessarily true pedagogical prereq-

uisites. 
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•  The system has not yet been tested in real-world learning scenarios, so user experience and motivation effects are 

still to be studied. 

•  The pruning threshold for NMI was set empirically. Different thresholds may lead to different path suggestions, and 

this may affect consistency. 

 

However, our approach has several important advantages and implications, including: 

 

•  Our method enables educational institutions to align learning paths with real-world job market needs, especially in 

fast-changing domains like freelancing and tech. 

•  Learners can follow targeted learning sequences based on actual labor demand, improving the efficiency and rele-

vance of lifelong learning programs. 

•  Because the Bayesian Network is learned from job postings, the model can be updated regularly to reflect emerging 

skills and trends. 

•  While applied here to freelancing, this methodology can be adapted to any domain with sufficient job data, such as 

healthcare, cybersecurity, or digital marketing. 

 

In summary, our study demonstrates the feasibility and potential of using Bayesian Networks to derive learning paths 

directly from labor market data. While the approach offers strong implications for personalized and demand-driven edu-

cation, its effectiveness depends on the quality of skill extraction and the interpretability of inferred dependencies. These 

limitations highlight the need for future validation through real learner outcomes and expert review. 

 

Conclusions and Future Work 
 

Our research presents a novel approach to generating learning paths by combining skill extraction from job postings with 

Bayesian Network modelling. In the ENTEEF project context, this approach automates the linkage between labour market 

requirements and educational content, paving the way for data-informed upskilling pathways. Early results indicate that 

mutual information-based weighting provides a meaningful measure of skill relatedness, and the resulting paths align 

with logical prerequisite structures.  

 

As a direction for future work, we intend to explore the use of the NOTEARS (Non-combinatorial Optimization via Trace 

Exponential and Augmented lagRangian for Structure learning) algorithm (Zheng et al., 2018) as an alternative to tradi-

tional Bayesian Network structure learning. Unlike our current approach, which applies mutual information-based 

weighting after structure discovery, NOTEARS jointly learns both the structure and the edge weights through continuous 

optimization. This could offer advantages in terms of scalability, differentiability, and potentially finer-grained represen-

tations of skill dependencies. Comparing the learning paths derived from NOTEARS to those produced using NMI/RMI-

weighted Bayesian Networks will help assess the relative strengths of these methods in modeling realistic upskilling 

pathways based on labor market data. 

 

We will compare learning paths obtained under each weighting scheme in future evaluations to see which better guides 

learners to acquire comprehensive, job-relevant skill sets. Future work will involve validating these generated paths with 

expert educators and measuring learner outcomes when following the recommended paths, as well as integrating the 

approach into the ENTEEF platform for real-world use. 
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